
This digest is intended to provide basic informa-
tion about biological and chemical terrorism—
and the issues that such threats raise for you and
your loved ones. It provides basic information
only; for specific information, contact your 
physician or other health care provider as well as
the government agencies listed in the “Helpful
Resources” section of this digest. 

How Real Is the Threat?
The Centers for Disease Control and Prevention
(CDC) lists six diseases as “high priority” biologi-
cal agents that pose a risk to national security:
anthrax, smallpox, botulism, pneumonic plague,
tularemia and viral hemorrhagic fevers (VHF).
Although threats of biological terrorism are
alarming to everyone, try to remain calm and do
not panic. Educate yourself about possible threats
and any steps you can take to protect yourself.
While it is difficult to determine with accuracy
how real the threat of biological and chemical
terrorism is, officials say that it is not easy to
infect large populations. For instance, experts say
it is very difficult to transform anthrax into a
weapon that can be effectively dispersed. To
develop an anthrax strain in its most lethal
form—inhalation or pulmonary anthrax—spores
have to be crafted to just the right size. If too
small, a person will exhale the spores. If too 
large, the spores fall to the ground and become
ineffective. A bomb carrying anthrax, for
instance, would likely destroy the germ as it
explodes. Dispersing the bacterium with aerosols
is also challenging because, unless it is in spore
form, it is a wet substance and can clog sprayers. 

Additionally, officials say intentional contamina-
tion of the water supply would be difficult and
highly unlikely, given that water is chlorinated
and tested constantly before being pumped into
people’s homes. Plus, it moves in such massive
quantities that a biological agent would certainly
be diluted and weakened.

While it is wise to be cautious and aware, keep 
in mind that the United States and local govern-
ments have made protecting Americans from bio-
logical terrorism one of their highest priorities.

Surveillance systems are set up across the country
to detect biological attacks—and new technology
is available that helps with detection. Additionally,
a portable DNA analyzer is available to quickly
identify specific biological agents once an attack is
suspected. And a national laboratory has invented
a machine that tests the air quality regularly 
and can sound an alarm if any of several pre-
programmed biological or chemical agents are
detected. 

Finally, the U.S. Postal Service is taking extra pre-
cautions to screen mail for potential biological
agents and to educate mail personnel nationwide
on how to detect suspicious packages. Keep in
mind that the U.S. Postal Service delivers approxi-
mately 208 billion pieces of mail per year and,
presently, there have been only a few confirmed
incidents of anthrax bacteria being sent through
the mail.  

Protecting Yourself
To help ease your fears, remember that U.S. and
local governments are doing everything they can
to protect Americans—and, in the event of an
emergency, the government will notify us how to
respond. Here are some additional tips, adapted
from the American Psychological Association on
how to protect yourself: 

Remain calm. Although threats of biologi-
cal war can be alarming, do not to panic.
There is nothing to indicate that our imme-
diate health is in jeopardy. 

Stay abreast of current news and devel-
opments. Listen regularly to reports from
the government and reliable news sources.
News organizations will cover biological ter-
rorism and any impending threats to
Americans. 

Focus on the facts. Do not assume that
everything you hear is true. Get your facts
from trusted, reliable sources, such as gov-
ernment or health agencies, and do not lis-
ten to rumors or fabricated stories about
what could happen. This can only fuel your
imagination and fears.  
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Follow safety guidelines. Be sure to follow
all safety and security measures that are in
place to protect citizens. Whether you are at
the airport or at your workplace, make sure
you are aware of security measures and
guidelines intended to protect you. 

Report suspicious behavior. While it is
wise to be on the lookout for any suspicious
activities or behaviors, use your best judg-
ment. Report suspicious activities at the
workplace to your employer, and report sus-
picious activities outside of the workplace to
the local police. 

Biological terrorism is no joking matter.
There have been reports of individuals mak-
ing false threats or pretending to have
anthrax. This is illegal! Individuals who
make false threats or reports of biological
agents will be arrested and prosecuted. 

Do not take medications unless directed
by a doctor. Only those persons determined
by a state’s Department of Health to be at
risk of exposure to biological agents should
take antibiotics. Taking antibiotics unneces-
sarily is not advisable and may cause the
development of antibiotic-resistant strains of
common bacteria. Antibiotics should only be
taken under the supervision of a physician
who has done an evaluation, in order to
minimize the potential for side effects or
interaction with other medications.

Take steps to improve your health and 
resistance to infection. Eat a well-balanced
diet, exercise regularly, reduce stress, don’t
smoke, cut back on alcohol consumption
and get enough sleep—all these steps will
help maximize your body’s ability to resist
and fight infection. If you are in a high-risk
group (elderly, compromised immune sys-
tem, etc.), discuss the flu shot with your
physician; this may prevent you from getting
influenza, which has symptoms similar to
anthrax and other diseases. In addition, reg-
ular hand-washing can help prevent person-
to-person transmission of infectious agents
(but be careful not to overuse antibacterial
soaps as they can create strains of bacteria
that are harder to fight).

Rely on government sources. People
should not be scared into thinking they
need gas masks, vaccinations or other pre-
ventative treatment. In the event of a public
health emergency or biological attack, fed-
eral, state and local health departments will
inform the public about the actions individ-
uals need to take. In sum, your best protec-
tion is education. Continue to listen to gov-
ernment reports and the news on how to
protect yourself—or contact reputable
organizations listed in the “Helpful
Resources” section at the end of this digest. 

Check your mail. Given the recent inci-
dents of anthrax being transmitted through
the mail, it is wise to check your mail—but
do not be afraid to open it unless you find
something suspicious. A suspicious letter or
package might include some of the follow-
ing indicators:

—Origin: The postmark and/or name of
sender is unusual or unknown; no return
address is given; the envelope shows a
city or state in the postmark that does
not match the return address.

—Postage: Excessive or inadequate
postage is used.

—Balance: The letter is lopsided or
unusually thick.

—Weight: The letter or package seems
very heavy for its size.

—Contents: The contents seem very stiff
or springy; contain protruding wires,
aluminum foil or other components; feel
like they contain a powdery substance
(when checking, do not bend the con-
tents excessively).

—Appearance: Oily or discolored outer
wrapping or envelope; excessive security
material such as masking tape, string,
etc.; visual distractions, such as stickers;
envelope is marked with restrictive
endorsements, such as “Personal” or
“Confidential.”

—Smell: Particularly an almond scent or
other suspicious odors.



—Writing: Poorly handwritten or typed
addresses; handwriting of sender is not
familiar or indicates a style not normally
received; common words or names are
misspelled; rub-on or block lettering is
used.

—Address: The letter is an unexpected
delivery or from someone unfamiliar;
addressed to someone no longer with
your organization or is otherwise out-
dated; uses an incorrect business title or
has a title, but no name; the return
address can’t be verified as legitimate.

If you receive a suspicious package or letter at
work, notify your building security official or an
available supervisor. If you are at home, notify
the local police. Here are some additional tips if
you receive a suspicious package or if you suspect
nuclear or biological release: 

Do not shake or empty the contents of the
envelope or package.

Attempt to verify the sender and/or the
legitimacy of the package (i.e., ask the
recipient if he or she was expecting a pack-
age that matches the suspicious package’s
size and shape).

Place the envelope or package in a plastic
bag or some other type of container to pre-
vent leakage of contents. If you do not have
a container, then cover the envelope or
package with something (e.g., clothing,
paper, trash can, etc.) and do not remove
this cover. If the package leaks, do not try
to clean up the material—just cover it as
much as possible. 

Leave the room immediately and leave the
envelope or package covered in its original
location—do not take it with you. Close
the door or section off the area to prevent
others from entering.

Wash your hands with soap and water.

Make a note of people who were in the
room or area, especially those who had
actual contact with the package. Give this
list to the local public health authorities (so
that proper instructions can be given for
medical follow-up) and to law enforcement
officials for further investigation. 

Contain the potential impacted individuals
in one area to ensure that they receive
proper medical attention. 

Remove all non-impacted individuals from
the area as quickly as possible.

Remove heavily contaminated clothing as
soon as possible, and place it in a plastic
bag or some other container that can be
sealed. This clothing bag should be given
to the emergency responders for proper
handling.

Shower with soap and water as soon as pos-
sible, and make sure that everyone who has
touched the mail immediately washes his or
her hands with soap and water. Do not use
bleach or other disinfectants on your skin.

You may want to contact your personal
physician to inform him or her of your
possible exposure. If medical personnel
prescribe medication and/or antibiotics,
take it until otherwise instructed or it runs
out. Be sure to tell the prescribing physi-
cian of all medications you take (prescribed
as well as over-the-counter treatments,
vitamins, herbs, etc.) to avoid potential
drug interactions.

Contact the Centers for Disease Control’s
Emergency Response department at 770-
488-7100 for answers to any questions you
may have.

Helpful Resources
The following organizations can provide
additional information on anthrax and other
biological threats:

Centers for Disease Control and Prevention
(CDC)
1600 Clifton Road
Atlanta, GA 30333
Emergency Response Department: 770-488-7100
Public Inquiries: 404-639-3534 or 800-311-3435
http://www.cdc.gov

The CDC web site provides information on bio-
logical threats, the status of preventative vaccines
and the potential need for antibiotics, as well as
general information on specific diseases such as
anthrax or smallpox.



Environmental Protection Agency (EPA)
800-424-8802 (to report oil or chemical spills)
http://www.epa.gov

The EPA site provides links, tips and information
on what to do if you encounter an environmental
threat or hazard.

Federal Emergency Management Agency
(FEMA)
500 C Street, SW
Washington, D.C. 20472
202-646-4600
http://www.fema.gov/

The Federal Emergency Management Agency
(FEMA) is an independent agency of the federal
government, reporting to the president. FEMA’s
web site provides general information and
resources on what to do if you have been affected
by a natural disaster or an emergency situation.

National Institutes of Health (NIH)
Bethesda, MD 20892
http://www.nih.gov/index.html

The NIH is one of eight health agencies of the
Public Health Services that, in turn, is part of the
U.S. Department of Health and Human Services.
The NIH offers public health information, drug
trials and research, and includes links to
resources for more help.

U.S. Department of Health and Human
Services (HHS)
200 Independence Avenue, SW 
Washington, D.C. 20201
877-696-6775 (toll-free)
202-619-0257
http://www.hhs.gov/
http://www.healthfinder.gov/

The HHS web site provides information and
resources on a variety of medical conditions,
including anthrax, its symptoms and treatment,
as well as other biological and chemical threats.

U.S. National Library of Medicine (NLM)
8600 Rockville Pike
Bethesda, MD 20894
888-346-3656 (toll-free)
301-594-5983
http://medlineplus.gov/

The NLM web site offers links to many helpful
articles and resources on medical conditions,
including anthrax, its symptoms and treatment.

U.S. Postal Service (USPS)
475 L’Enfant Plaza, NW
Washington, D.C. 20260 
800-ASK-USPS (800-275-8777)
http://www.usps.com/

The USPS web site includes helpful information
and tips on how to recognize suspicious mail and
steps to take if you feel you have received a threat.
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